
Chapter 1.   Allowing for Education Research under the Family Educational Rights and Privacy Act (FERPA) 

Introduction 

The availability of sensitive, private records on electronic databases and the Internet and growing worries about privacy stemming from recent changes in federal law, such as the Patriot Act, have increased public awareness of the importance of protecting private records.  In reaction to these concerns, entities that control sensitive databases have begun reviewing their procedures governing the release of private records to ensure that they are complying with privacy laws that dictate to whom their records can be released and for what purposes.  Educational institutions that control individualized student records are among the entities that have stepped up their protection of individual records.  Although this increased awareness of privacy law is important, it is possible that education agencies may, because of the fear of violating federal law, prevent social science researchers from accessing student records.  This is worrisome because education research is necessary to evaluate the state of education in America’s schools and to recommend changes that may improve education in the future. 

This chapter examines the most important federal law governing the privacy protections for school records, the Family Educational Rights and Privacy Act (FERPA) of 1974.  Specifically, it explores the question of whether FERPA grants educational researchers access to individualized student records.
 This exploration reveals that FERPA can allow researchers access to student records, given specific privacy protections under various provisions in the statute. 

FERPA: An Overview

FERPA, also known as the Buckley Amendment, became law on August 21, 1974.
  As eventually codified, FERPA had two purposes, which are reflected in the text of the Act.
  First, subsection (a) provides that “no funds shall be made available under any applicable program to any educational agency or institution which has a policy of denying . . . the parents of students who are or have been in attendance [at the agency or institution] . . . the right to inspect and review the education records of their children.”
  The FERPA rights that are given to parents are acceded to the student when the student reaches 18 years of age or is attending an “institution of postsecondary education.”
 The right to inspect and review education records, petition for their amendment, and waive the right of access to specific records is described in subsection (a).
  Subsection (a) also describes certain “directory information” that can be released without parental consent, although the public must be informed of the type of information that is going to be released and parents must be given a reasonable amount of time to refuse to allow the directory information to be released.
      

Second, subsection (b) provides that “no funds shall be shall be made available under any applicable program to any educational agency or institution which has a policy or practice of permitting the release of education records (or personally identifiable information contained therein other than directory information . . .) of students without the written consent of their parents . . . .”
  This subsection also describes certain individuals, agencies and organizations to which education records and personally identifiable information can be released without the prior consent of parents.  These individuals, agencies and organizations include “school officials and teachers, certain federal and state officials, certain organizations conducting educational research, and accrediting organizations.”
  Exceptions are also made for health and safety emergencies,
 and for specific judicial orders.
  The provisions in subsection (b) and its corresponding regulations contain information relevant to determining to whom and for what purposes educational agencies and institutions can release student education records and personally identifiable information without written parental approval.  

This chapter examines ways that educational agencies and institutions can release records and personally identifiable information to research organizations consistent with FERPA.  The primary method for accomplishing this goal will be through a careful analysis of FERPA’s provisions.
 However, before proceeding, it is important to understand FERPA’s enforceability provisions in order to better conceptualize the repercussions of FERPA violations.  This is the subject of Part I, which details the past, present and potential ways that organizations that violate FERPA have been and will be sanctioned. In Part II, a brief theoretical and historical overview of the policy goals that led to the FERPA statute is discussed, including the concern for protecting informational privacy and the need to allow government access to specific citizen data to achieve important social goals.  This exploration indicates that education records may be released to researchers consist with the mission of the FERPA statute, given certain privacy assurances and protections.  Part III, the bulk of the chapter, provides a detailed analysis of specific provisions in the FERPA statute that likely allow for the release of records to researchers.  This analysis is aided by reference to applicable case law, legislative history and letters from representatives of the Department of Education.  Part IV summarizes the necessary elements of a FERPA-compliant agreement between a research organization and an education agency or institution, including a brief discussion of the privacy safeguards that must be taken by the educational entity releasing the records and the research organization receiving the records.
Part I.  FERPA Enforceability

Federal statutory law explicitly recognizes a variety of enforcement mechanisms at the disposal of the Secretary of the Department of Education (USDOE) when he or she believes that a recipient of education funds is violating a legal condition applicable to the funds’ receipt, including the FERPA requirements.  The enforcement mechanisms include: “(1) withhold[ing] further payments under that program . . . (2) issu[ing] a complaint to compel compliance through a cease and desist order of the Office . . . (3) enter[ing] into a compliance agreement with a recipient to bring it into compliance . . . or (4) tak[ing] any other action authorized by law with respect to the recipient.”
  Despite these available enforcement mechanisms, over the past forty years much ink has been spilled about whether these enforcement provisions are sufficient, and whether the courts should allow for alternative enforcement methods.
  Scholarly publications have contemplated the proper enforceability envisioned by FERPA’s drafters, and these publications have examined a variety of issues including whether individuals should be allowed to bring suit to vindicate harm as a result of FERPA violations, either directly or under Sec. 1983 of the Civil Rights Act of 1964.
  Courts have also examined enforceability, in particular whether and how to enforce FERPA in the case of a violation, and who has standing to bring a claim.
 This Part’s examination of FERPA’s enforcement mechanisms starts by looking at what on paper appears to be a heavy stick, the withholding of federal funds by the USDOE.  Then, it explores the historical debate over whether FERPA grants individuals a private right of action directly or under Sec. 1983, with a summary of the 2002 case, Gonzaga University v. Doe,
 which held that FERPA does not grant such a right.  Finally, this Part will examine the possibility that FERPA violations may be stopped by a judicial injunction granted in response to legal actions initiated by DOE.   
The FERPA statute grants the Secretary of Education (the Secretary) the responsibility of enforcing FERPA and dealing with violations.  The most severe FERPA enforcement mechanism is the withholding of funds to education agencies or institutions which have a policy or practice of denying parents of students (or eligible students) access to education records or which release education records in violation of FERPA.
  FERPA instructs the Secretary to “establish or designate an office and review board within the Department for the purpose of investigating, processing, reviewing and adjudicating violations . . . .”
  The Secretary established the Family Policy Compliance Office (FPCO) to fulfill this mission.
 FPCO is in charge of receiving complaints of FERPA violations, processing complaints, notifying accused FERPA offenders, evaluating whether a FERPA violation has occurred, requesting action by a FERPA offender, and, in extreme cases, it may “initiate proceeding to withdraw federal funds from the school.”
  Before beginning the process of fund withdrawal, FPCO must seek voluntary compliance from the education entity in violation.
  However, FPCO does have the authority, if voluntary compliance does not achieve the desired result, to initiate proceedings that could lead to the withdrawal of federal funds.  Tellingly, FPCO has never attempted to initiate withdrawal proceedings.
  Some view this as indicative of the weakness of FERPA’s enforcement mechanisms.
 

More controversial than FPCO’s enforcement authority is the question of whether FERPA allows for a private right of action to vindicate a private harm, either directly or through Section 1983 of the Civil Rights Act of 1964.  Section 1983 permits actions against state actors “to enforce rights created by federal statutes as well as by the Constitution.”
  In the early years following FERPA’s enactment, courts held that FERPA did not contemplate a private right of action, which limited private suits under FERPA for close to a decade.
  However, in the mid-1980s courts began to recognize the possibility that suits could be allowed to go forward using Sec. 1983 to enable redress for violations of the “‘interests’ granted by FERPA.”
  Changes in Supreme Court doctrine relating to Sec. 1983 in the 1990s sent confusing messages to lower courts with regard to whether FERPA claims under Sec. 1983 should be allowed to go forward, and consequently there was a split in lower court doctrine with respect to this issue.
  In 2002, the Supreme Court decided Gonzaga University v. Doe, which it hoped would end this jurisdictional split over FERPA and clarify more generally whether spending legislation such as FERPA allows for enforceable rights under Sec. 1983.
  In unambiguous language, the court held that FERPA and spending legislation “drafted in [similar] terms” did not grant an enforceable private right of action under Sec. 1983 of the Civil Rights Act of 1964.
  This decision will likely foreclose most individual lawsuits based on alleged FERPA violations in the future.

The granting of injunctive relief to the U.S. Department of Education in order to prevent educational entities from continuing practices in violation of FERPA is a possible new avenue of relief as an alternative to the withholding of federal funds in the wake of Gonzaga.  In United States v. Miami University
 the United States Court of Appeals for the Sixth Circuit upheld a district court holding that prevented Miami University and Ohio State University from releasing student disciplinary records to newspapers in violation of FERPA.
  The suit was brought by the United States, on behalf of USDOE and on its own behalf.
  The primary legal questions of the case were if USDOE and the United States had standing to bring a suit for injunctive relief and if injunctive relief was an appropriate remedy.  On a variety of statutory and doctrinal grounds, including a broad interpretation of FERPA’s enforcement provisions and a reading of Supreme Court doctrine that emphasized the ability of courts to enforce the dictates of spending clause legislation, the court held that USDOE had standing.
 The court also held that, given the nature of the alleged FERPA violation and USDOE’s responsibility to enforce its provisions, injunctive relief was an appropriate remedy.
  It is doubtful that USDOE will attempt to ask for frequent injunctive relief to stop a FERPA violation.  Asking for voluntary compliance, which most schools are likely to agree to, is likely a much easier and less expensive solution.  However, the granting of an injunction in Miami does add another weapon to USDOE’s FERPA enforcement arsenal. 

One possible area of confusion with respect to FERPA enforcement is whether FERPA violations should be punished by FPCO or by the courts, if there is a single instance of a violation or only if there is an education agency or institution has a policy or practice that is contrary to FERPA’s directives.
  Some courts have allowed claims of a single FERPA violation to go forward,
 despite the fact that many other courts, including the Supreme Court, have noted that “FERPA’s non-disclosure provisions . . . speak only in terms of institutional policy and practice, not individual instances of disclosure.”
 

Despite uncertainty over whether FERPA violations should be punished in the case of a single violation or in the face of a policy or practice that contravenes FERPA’s provisions, the lack of suitable private cause of action after Gonzaga, the fact that the statutory language that triggers a potential withholding of funds only speaks in terms of “a policy or practice” that violates FERPA,
 and the general reluctance of USDOE and FPCO to levy sanctions, all indicate that enforcement action is unlikely unless there is a major FERPA breach (i.e. a policy or practice that contravenes FERPA’s provisions). This lends credence to the argument that FPCO will continue to enforce the FERPA provisions primarily after it determines that a violation has occurred, by asking for voluntary compliance from the offending educational entity.  If this fails, it is possible that FPCO may attempt to withhold education funds (although as noted previously it has never done this before), and it may ask USDOE to initiate judicial proceedings that request injunctive relief to stop a FERPA violation that would lead to irreparable harm to the students whose records are released. 
Part II. Privacy Concerns and FERPA: A Brief Theoretical and Historical Discussion

The various contours of the “right to privacy” are often inappropriately subsumed in an amorphous concept by advocates for strong or weak privacy rights.  To analyze understand the competing values at stake, however, it is important to delineate the specific types of privacy rights protected by FERPA.  In its most commonly discussed form, a right to privacy entails the right of the individual to be let alone.  Most famously expounded upon by Samuel Warren and Louis Brandeis in a seminal 1890 Harvard Law Review article,
 the “right to be let alone” has become part of the common lexicon of legal academia and courts.
  However, in the case of FERPA’s non-disclosure protections, what it at stake is “informational privacy,” which can be defined as the right of individuals “to determine for themselves when, how, and to what extent information about them is communicated to others.”
  

An increased call to protect informational privacy came to the fore in the 1960s after the development of advanced data storage techniques and enhancements in the ability to link and search databases.
  These technological developments, documented government data abuses.  The proposed creation of a “Federal Data Center”
 led to a rash of books and academic and popular articles that argued that American citizens needed stronger protections against invasions of informational privacy.
  In response to academic arguments and widespread public outcry, Congress in the early 1970s enacted a series of statutes that in a piecemeal fashion protected the privacy rights of individuals whose data were in the possession of the federal government and, to a lesser extent, large private organizations.  These statutes include the Federal Privacy Act of 1974 (“Privacy Act”)
; the Freedom of Information Act (“FOIA”)
; the Fair Credit Reporting Act (“FCRA”)
; and, most importantly for this paper, the Family Educational Rights and Privacy Act, which was enacted in 1974.  

The supporters of FERPA and the other privacy rights legislation in the 1970s recognized that it was necessary to protect an individual’s right to control the dissemination and use of his or her private information by the government.  However, as many academics have pointed out, informational privacy rights must be balanced against the socially beneficial government uses of citizen data.  Lillian Bevier argues that information is “the indispensable handmaiden of modern activist state.”
  Governments use data supplied by citizens to properly collect revenue, to spend revenue it a way that efficiently benefits citizens, and to properly regulate our environment.
 These important government uses of data were not lost on the enactors of privacy rights legislation in the 1970s.  For example, in the debate on FERPA, Senator Mathias argued that it was important to protect student privacy, but also to make sure that longitudinal studies evaluating teaching methods and educational programs could still be completed.

It can be argued that the privacy legislation of the 1970s was explicitly structured to balance the desire to protect informational privacy with the need to allow for specific, socially beneficial uses of citizen data.  This is evidenced by examining the structure of two of the most important privacy statutes of the 1970s, the Federal Privacy Act of 1974 and the Freedom of Information Act.  The Privacy Act instructs federal agencies on how to collect and use personal information, forbidding the disclosure of records without written permission from “the individual to whom the record pertains.”
  However, records can be disclosed without written permission under twelve disclosure exemptions,
 allowing for disclosures to the Bureau of the Census,
 to federal law enforcement agencies
 and to both Houses of Congress.
  Most of these exemptions are structured to allow various bodies of the government to effectively carry out their public duties, and they often have been broadly interpreted to allow for agency disclosures.
  Similarly, the FOIA, which was enacted to “require the federal government, including agencies, to provide access to its records,” provides specific privacy protections that give federal agencies “an important opportunity to balance . . . public access rights with concern for the privacy of the individuals named in governmental records.”
 

When examining the FERPA statute in more detail, it appears that its language aims for a balance between protecting informational privacy and allowing for legitimate and socially beneficial government uses of individualized student records.  As was explained in the introduction, subsection (b) prohibits an educational agency or institution from having a policy or practice of releasing educational records without a parent or student’s permission, thus protecting a student’s informational privacy.
  Subsection (b) goes on to list numerous exceptions when a release is allowed without parental or student permission, largely for government purposes, such as for specific judicial orders,
 health and safety emergencies,
 and for certain organizations conducting educational research.
  Two exceptions that will be discussed in more detail below are the release of educational records to authorized representatives of educational agencies and institutions to assist them in carrying out specific government functions,
 and the release of records to organizations conducting studies for educational agencies or institutions to help them improve instruction.
 

To help ensure that the released data is not used for unspecified purposes, FERPA instructs that the information must be destroyed when no longer needed for the purposes for which it was taken
; education agencies and institutions must maintain a record of the fact that a third party has gained access to students’ records under its authority, and the agency and institution must note for what legitimate purpose the research organization has gained access to the students’ records
; and the agreement should contain a promise by the third party that the education records will not be seen by any other party without the written consent of the parents of the student.
 If there is a release of individualized student records that is not allowed under FERPA, the statute sets out a process by which federal funds will be withheld from the offending educational institution.

Release of individualized student records to education researchers under FERPA may be viewed as consistent with the theoretical framework driving FERPA and the other privacy legislation of the 1970s, if the research conducted is done to help the government (i.e. educational agencies or institutions) achieve legitimate social goals, such as improving instruction, and if safeguards are maintained to make sure that the data are protected against illegitimate disclosure that threaten informational privacy.  While this argument appears true in general terms, it is necessary to look more closely at the FERPA statute to see if and how releasing records to educational researchers may be done in a way that is consistent with specific provisions in the Act. 

Part III.  An Exploration of FERPA’s Subsection (b): Exceptions to the Written Consent Requirement and Applicability to Education Researchers
There are two possible exceptions to the FERPA written-consent requirement that are conceivably applicable to education research organizations conducting education research using individualized education records and/or other personally identifiable information.  The first exception, hereinafter referred to as the “authorized representatives exception,” is codified at 20 U.S.C. Secs. 1232g(b)(1)(C) and 1232g(b)(3) and provides for the release of education records to authorized representatives of specified authorities with legal access to the records.
  Although at first blush it appears that this exception might easily allow for access to student records by educational research organizations that have data sharing agreements with, and have given other privacy protection promises to, education entities, careful analysis reveals that recent interpretations of the statute and regulatory provisions by federal education officials have resulted in a narrowly conceived “authorized representatives” exception.  

The second exception, hereinafter referred to as the “study exception,” is codified at 20 U.S.C. Sec. 1232g(b)(1)(F) and allows for access to individualized student records by “organizations conducting studies for, or on behalf of, educational agencies or institutions” for purposes such as helping to “improve education.”
  When one analyzes the provisions in the statute and the regulations and examines recent U.S. Department of Education written statements, it appears that individualized education records could be released to education researchers under this exception, perhaps with more flexibility than under the “authorized representatives exception,” given certain relationships between educational entities and researchers (and as long as privacy provisions mandated by the statute are in place).  The remainder of this section discusses these two exceptions and explains their relationship to education research organizations.

Authorized Representatives Exception
The “authorized representatives exception” provides that, without written consent of parents, individualized education records may be released to “authorized representatives of (I) the Comptroller General of the United States, (II) the Secretary, or (III) State educational authorities, under the conditions set forth in paragraph (3) . . . .”
  Paragraph 3 of this subsection (20 U.S.C. Sec. 1232g(b)(3)) clarifies the preceding text by adding that “[n]othing in this section shall preclude authorized representatives of . . . State educational authorities from having access to student or other records which may be necessary in connection with the audit and evaluation of Federally-supported education programs, or in connection with the enforcement of the Federal legal requirements which relate to such programs” so long as the data is protected in way that does not allow the personal identification of students or their parents “by other than those officials,” and “personally identifiable data . . . [is] destroyed when no longer needed . . . .”
     
The provisions in the statute are sufficiently ambiguous so as to suggest the possibility that a research organization could be classified as an “authorized representative” of a “State educational authority” consistent with the statute and therefore have access to individualized student records.  The regulations do little to clarify this ambiguity, and they actually make this possibility seem more likely.  The regulations state that disclosure is allowed to “authorized representatives” of “State and local educational authorities.”
 This language opens up the possibility that education researchers may become “authorized representatives” of local educational authorities, as well as state educational authorities.  Plausibly, a local school district could be a local educational authority.
 

Unfortunately, the FERPA statute and regulations do not clearly define what it is a state or local “educational authority.”  In defining which entities must abide by FERPA safeguards generally, the provisions provide that FERPA applies to “an education agency or institution to which funds have been made available under any program administered by the Secretary, if— (1) The educational institution provides services or instruction, or both, to students; or (2) The educational agency is authorized to direct and control public elementary or secondary, or postsecondary educational institutions.”
  A local school district is an education agency or institution because it is “authorized to direct and control” public elementary or secondary institutions.  A similarly situated educational entity for postsecondary schools would also presumably be an education “agency or institution.”  It is less clear whether a state education authority is considered an education agency or institution, although letters from FPCO
 indicate that a state education agency is not subject to all the FERPA requirements of the education agencies or institutions referred to under the statute because students do not “attend” a state education agency.
  Still, this exploration of what is considered an education agency or institution does not answer the question of what is considered an education authority for the purposes of the “authorized representatives” exception.  However, assuming that the definition comports with the common understanding of an education authority, presumably a state education authority such as the Texas Education Agency (TEA) is a state educational authority.  Furthermore, a straightforward reading of the text would imply that local school districts and similarly situated entities for postsecondary schools are local education authorities.

The next question is whether a research organization could be considered an “authorized representative” of such an agency. This appears to be possible only under a very narrow set of circumstances.  In a memorandum from former Deputy Secretary of Education William D. Hansen to all Chief School Officers on January 30, 2003, Deputy Secretary Hansen provided “official guidance” on the application of FERPA to reporting under the Perkins Act and the Adult Education and Family Literacy Act (AEFLA).
  Specifically addressing the reporting requirements of these acts, and implicitly speaking to the practice of using state unemployment insurance agencies as “authorized representatives” for Perkins and AEFLA evaluations, Secretary Hansen concluded that a textual analysis and legislative history of FERPA reveals that an “‘authorized representative’ of a State educational agency must be under the direct control of that authority, e.g., an employee or contractor of the authority.  Thus, the State educational authority could not, for example, designate a State department of labor to perform an audit or evaluation because the department of labor is not under the educational agency’s direct control.”
  This memorandum indicates that even when a state education agency is clearly conducting an evaluation of a federally-supported education program, it may not designate an “authorized representative” not under its “direct control” to conduct this evaluation, even when the “authorized representative” is another agency within the state government.  Therefore, it is likely that this narrow interpretation of “authorized representative” would apply to an independent research organization.

This issue is further clarified by examining two recent letters from the Director of FPCO, LeRoy Rooker, to individual state departments of education.  The first letter, dated February 25, 2004, is in response to a question from the Pennsylvania Department of Education (PDE) asking if PDE’s release of individual education records to researchers at the University of Pennsylvania, who had entered into an agreement with the Federal Centers for Disease Control (CDC) to perform an autism study in Pennsylvania, was FERPA-compliant, given that the researchers had a Memorandum of Understanding (MOU) to obtain student records from school districts and were helping to fulfill PDE’s responsibilities under the IDEA.
 In response, Director Rooker notes that state education agencies (SEAs) often receive education records from local education agencies (LEAs) under the “authorized representatives” language from 34 C.F.R. Sec. 99.31(a)(3 )(iv).
  However, the memorandum from Deputy Secretary Hansen and an examination of the statutory text indicates that a re-disclosure of this data by a SEA, or the disclosure by a LEA, can only be to “authorized representatives” that are under the “direct control of that authority, which means an employee, appointed official, or ‘contractor’.”
  Director Rooker then goes on to define what he means by contractor, which, given the likelihood that a researcher organization may want to become a contractor of a SEA, is worth quoting at length: 

“Contractor” in this sense means outsourcing or using third-parties to provide services that the State educational authority would otherwise provide for itself, in circumstances where internal disclosure would be appropriate under Sec. 99.35[
] if the [SEA] were providing the service itself, and where the parties have entered into an agreement that establishes the [SEA’s] direct control over the service provided by the contractor.

The second letter to Director Rooker is from the California Department of Education (CDE), which was inquiring about a request by the California Department of Health Services (DHS) to access education records so that DHS could perform a “surveillance of children with autism and other developmental disabilities.”
 The CDE received the exact same response as the PDE, and, ultimately, both were informed that their disclosure of education records using the “authorized representatives” provision was not consistent with FERPA.

It should be noted that federal courts have allowed educational entities a great deal of latitude in defining who can be under their employment or contract to perform tasks that require access to individualized student records that are protected under FERPA.
  In Larson v. Independent School District No. 361, the U.S. District Court for the District of Minnesota held that a school district’s broad definition of who was allowed access to FERPA-protected records was acceptable, and it determined that the school district’s release of behavioral records needed for an IDEA evaluation to a social worker employed by a community service provider under contract with the district was not a FERPA violation.
 The court argued that “FERPA allows school officials to determine who qualifies for access to a student’s education records” under the specific exceptions of the act.
  This case lends credence to the argument that an educational entity should be allowed some deference in determining which entities under its contract may be allowed access to FERPA protected records, as long as the access is consistent with the FERPA provisions.

Ultimately, it appears that for a research organization to received individualized student records under the “authorized representatives” language at least a few conditions must be met.  First, the organization must either be an “authorized representative” of a State education authority under 20 U.S.C. Secs. 1232g(b)(1)(C) and 1232g(b)(3), which almost certainly would include a state education agency such as TEA, or perhaps, under 34 C.F.R. Sec. 99.31(a)(3)(iv), be an “authorized representative” of a local educational authority, which would likely include local school districts.  Second, the disclosure must be “in connection with an audit or evaluation of Federal or State supported education programs, or for the enforcement of or compliance with Federal legal requirements which relate to those programs.”  Third, the research organization must be under the “direct control” of the education authority, e.g. as a contractor, subject to the specifications outlined in Deputy Secretary Hansen’s memorandum and the letters from FPCO Director Rooker.  Fourth, the organization must comply with the “normal” FERPA requirements for an education authority, such as destroying the individualized data identifiers when they are no longer needed for the purpose for which the study that utilized the individual identifiers was conducted.
  The extent of “normal” FERPA safeguards will be discussed below in Part IV. 
Study Exception

One of the purposes of the final FERPA provisions was to “achieve a balance between the students’ interest in privacy and the government’s interest in evaluating a school system.”
 As originally proposed in the Senate, the Buckley Amendment might have impeded this goal by curtailing the ability of researchers to conduct education research and analysis.  In subsection (b) of the original amendment, Senator Buckley sought to limit research and experimentation in schools by requiring written parental consent before any student revealed information to school officials or researchers about “personal or family life,” before a student participated in a study to “explore and develop teaching techniques,” or before a student participated in a project that would “alter . . . personal behavior or personal values.”
  

Because of the ambiguous nature of this text, and the potential harm that it would cause to education research and innovation, the subsection was heavily criticized.  A letter from the National School Boards Association found in the Congressional Record argued that this subsection might “grind public education into a stultifying routine rather than the creative experience which it should present for children.”
  The letter also questioned the role of the federal government in dictating to local school districts how to create an innovative educational experience.
  Senator Hart, in a floor debate on the Buckley Amendment, pointed out that this subsection was “something unique and not in the nature and order of evolving educational techniques . . . .”
  After a number of other Senators objected to the restrictive nature of this subsection, the Buckley Amendment was divided by subsection and subsection (b) was subsequently rejected by a 43 to 40 vote.
  As amended, the Buckley Amendment was later adopted by Congress.

The legislative debate that led to eventual rejection of subsection (b) of the Buckley does not definitely provide contemporary legal scholars with a definitive way to interpret the research-related exceptions to FERPA.  However, this debate does indicate that the Senate was deeply concerned about FERPA’s provisions being used to stifle important education research, experimentation and innovation.  Therefore, when interpreting FERPA provisions, it is important to keep in mind the dual goals of preserving government’s abilities both to conduct research and to protect student privacy.       

The “study exception” codified in the FERPA text helps achieve the important goal of balancing student privacy and the government’s ability to conduct research and evaluations that will help improve education in the United States.  It provides that, without written consent of parents, individualized education records may be released to “organizations conducting studies for, or on behalf of, education agencies or institutions for the purpose of developing, validating, or administering predictive tests, administering student aid program, and improving instruction . . . .”
  The regulations corresponding to this provision lend credence to the argument that an independent research organization, itself, and its activities, may fall within the “study exception.”  34 C.F.R. 99.31(a)(6) defines organization for the purpose of this provision to include “Federal, State, and local agencies, and independent organizations.”
  Research organizations, which are often independent organizations, certainly can benefit from such an explicit inclusion in this FERPA provisions.  This can be contrasted with the “authorized representatives” exception which, although it does not explicitly exclude independent organizations, may be construed in the future as only allowing government agencies to be the “authorized representatives” of educational authorities because it does not explicitly include them.
  The possibility that this may occur, while basically speculative, is not without merit when one considers the narrowing of the exception that has already occurred.

An important question is, who are the “education agencies or institutions” that may request, consistent with the “study exception,” that a study be done on their behalf?  Because this provision uses the education agency and institution terminology it can be assumed, under the definition of these terms from the regulations, that this provision applies to primary, secondary and postsecondary schools, and local school districts, and thus these entities may disclose individualized student data consistent with the “study exception.”
  

Unfortunately, it is not certain that this provision applies to potential disclosures by a state education agency (SEA).  A straightforward reading of the statute and the regulations would most likely lead one to believe that a SEA is an education agency or institution.  As was discussed in the previous section, the FERPA regulations provide that its provisions apply to “an education agency or institution to which funds have been made available under any program administered by the Secretary [of Education, i.e. federal education funds], if— . . . [t]he educational agency is authorized to direct and control public elementary or secondary, or postsecondary educational institutions.”
  Presumably, a SEA can be viewed as directing or controlling public education institutions (generally), and in this way it is an education agency.  The fact that FERPA requirements in some cases explicitly pertain to a SEA—parents must be allowed inspect and review records maintained by a SEA
—also lends credence to the argument that a SEA is an education agency or institution.  

However, there are indications that a SEA may not be considered an education agency or institution for all FERPA provisions.  As was discussed briefly in the preceding section, the letters from FPCO to the Pennsylvania and California Departments of Education indicate that a SEA may not be subject to all the FERPA requirements because students do not “attend” education authorities and thus these agencies do not produce education records that are subject to all the FERPA requirements.
  All things considered, it is more likely than not that a SEA should be considered an education institution or agency that may disclosure education records under the “study exception.”  However, researchers should be forewarned that this is a conclusion that could be challenged.

The remaining requirements of the “study exception” are fairly straightforward and should be easy for a conscientious research organization to follow.  As FPCO Director Rooker explained: Organizations that receive education records under the “study exception” “may not redisclose information in personally identifiable form except to officials of the organization conducting the study for which the information was originally disclosed.”
  Furthermore, it must be understood that 

Implicit in the “study” exception is the notion that an education agency or institution has authorized a study.  The fact that an outside entity, on its own initiative, conducts a study which may benefit an educational agency or institution, does not transform the study into one done “for or on behalf of” the educational agency or institution.

Case law on the “study exception” is sparse.  However, courts that have examined the contours of this exception have allowed educational entities discretion in the release of individualized student records consistent with this provision.
  In Princeton City School District, Board of Education v. Ohio State Board of Education, a local Ohio school district sued the Ohio Department of Education because it argued that the latter’s creation of a statewide computer information network for public schools, the Education Management Information System (EMIS), would lead to releases that were prohibited by FERPA.
 EMIS was intended to fulfill a state statutory instruction to “create a vast computer network to collect, compile and report certain kinds of data . . . .  The statute directed the state board to collect information on student participation, performance, classroom enrollment, and demographics,” and EMIS was set up to carry out these purposes.
 Contrary to the local school board’s arguments, the court held that EMIS would not cause FERPA violations because FERPA allows “education records [to] be released to organizations conducting studies for educational agencies for ‘improving instruction,’” as EMIS was intended to do.

At the beginning of this subsection, there was a discussion of the legislative history of FERPA that indicated that the original signatories to the legislation were concerned about it being used to stifle research and innovation.  An important and related question is whether FERPA’s legislative history sheds any light of the original meaning or purpose of the text of the “study exception.”  Unfortunately, it appears that the text of the exception was added late in the revision process, as a part of a joint Senate and House Conference Report that was submitted to the House on December 17, 1974
 and to the Senate on December 18, 1974,
 only a few weeks before the final text of a revised FERPA was approved on December 31, 1974.  In this Conference Report, there is little pertinent discussion related to the limits of this provision, but it does contain a statement asserting that the provision clarifies the ability of education researchers such as those at the College Entrance Examination Board of the Education Testing Service to continue performing education research using personally identifiable information.
 

The elements necessary for the “study exception” to be fulfilled can be summarized.  First, the studies must be done for, or on behalf of, an education agency or institution.  Primary, secondary and postsecondary schools are education institutions.  A local school district and a similarly situated entity for postsecondary schools should be considered an education agency.  It is likely that a SEA would also be considered an education agency, but this is not certain.  Second, the study must be explicitly conducted for the “purpose of developing, validating, or administering predictive tests, administering student aid program, and improving instruction . . . .”  The “improving instruction” clause appears to be the broadest of these allowed goals, and thus it is likely that most education research authorized by an education agency could fall under this criterion.  Third, it must be made clear that the education agency or institution has asked for the study for a specific purpose, ideally for a purpose that is consistent with its overall mission and fits in with research that it would like to do if it had the resources, and that the research to be completed is consistent with this specific purpose.  Fourth, the study must be consistent with the general FERPA requirements, such as non re-disclosure of the information in personally identifiable form to third parties other than to the agency or institution that requested the study.  These general FERPA requirements are discussed below in Part IV.
IV. A FERPA-Compliant Agreement

This section lists the elements necessary for a FERPA-compliant agreement between an education entity that controls individualized education records and a research organization.  Although the educational entity may choose to employ the “authorized representatives exception” or the “study exception” exclusively, this section describes a FERPA-compliant agreement for both exceptions.  This description draws largely on the explanation of these exceptions in the preceding section, and it also include the legal safeguards required for any release of individualized data to third parties under the FERPA provisions.  

Authorized Representatives Exception
In order for an agreement between a research organization and an education entity to meet the requirements of the “authorized representatives” exception, the following conditions must be met:

· The research organization must be classified either as an “authorized representative” of a State education authority under 20 U.S.C. Secs. 1232g(b)(1)(C) and 1232g(b)(3), which almost certainly would include a state education agency such as the Texas Education Agency (TEA), or perhaps, under 34 C.F.R. Sec. 99.31(a)(3)(iv) as an “authorized representative” of a local educational authority, which would likely include local school districts;  

· The disclosure must be “in connection with an audit or evaluation of Federal or State supported education programs, or for the enforcement of or compliance with Federal legal requirements which relate to those programs”;  

· The research organization must explicitly be said to be under the “direct control” of an education authority, e.g. as a contractor; 

· “[E]xcept when collection of personally identifiable information is specifically authorized by Federal law, any data . . . must be protected in a manner which will not permit the personal identification of students and their parents” by other than employees of the research organization
;

· “Personally identifiable data [must] be destroyed when no longer needed for [the] audit, evaluation, and enforcement of Federal legal requirements” for which the research organization gained access to the records
; 

· Education agencies and institutions must maintain a record of the fact that the research organization has gained access to students’ records under its authority, and the agency and institution must note for what legitimate purpose the research organization has gained access to the students’ records
; and

· The agreement should contain a promise by the research not to permit the education records to be seen by any other party without the written consent of the parents of the student.

Study Exception
In order for an agreement between a research organization and an education entity to meet the requirements of the “study exception,” the following conditions must be met:

· The research organization must be conducting studies for, or on behalf of, an education agency or institution.  Primary, secondary and postsecondary schools are education institutions.  A local school district and a similarly situated entity for postsecondary schools would be considered an education agency.  It is likely that a state education authority (SEA) would also be considered an education agency, but this is not certain;  

· The study must be explicitly conducted for the “purpose of developing, validating, or administering predictive tests, administering student aid program, and improving instruction . . . .”  The “improving instruction” clause appears to be the broadest of these allowed goals, and thus it is likely that most education research authorized by an education agency could fall under this criterion;

· The agreement should be clear that the education agency or institution has asked for the study for a specific purpose, ideally for a purpose that is consistent with its overall mission and fits in with research that it would like to do if it had the resources, and that the research to be completed is consistent with this specific purpose;  

· The agreement must specify that the “information [will be] destroyed when no longer needed for the purposes for which the study was conducted”
;

· Education agencies and institutions must maintain a record of the fact that the research organization has gained access to students’ records under its authority, and the agency and institution must note for what legitimate purpose the research organization has gained access to the students’ records
; and

· The agreement should contain a promise by the research organization not to permit the education records to be seen by any other party without the written consent of the parents of the student.

Conclusion

Educational institutions and agencies should be allowed to release individualized student records to independent research organizations under FERPA.  This is consistent with the intentions of the drafters of FERPA and the other 1970s privacy rights legislation, which sought to protect informational privacy rights, but also recognized that socially beneficial government uses of citizen data must be allowed.  Permissible releases of educational records may fall under either the “authorized representatives exception” or the “study exception.”  Ultimately, the specific circumstances under which the data is released—for what purpose and by whom—will likely dictate whether a release falls more appropriately under one exception or the other.  

Specifically, the “study exception” should be used when educational records are released from primary schools, secondary schools, postsecondary schools, and local school districts.  As long as these releases are appropriately in line with the FERPA privacy safeguards and protections, they will likely be consistent with FERPA.  For state educational agencies (SEAs), the situation appears more complex.  A “study exception” release is appropriate if a SEA is an educational agency or institution under the “study exception” that is allowed to request that studies be done on its behalf using the data that it has acquired from local school districts.  If this is not the case, perhaps local school districts and schools could request that a SEA be allowed to release the education records of its students consistent with the district’s or school’s study purposes.  Alternatively, a request may fit under the “authorized representatives” exception when records are released from a SEA.  However, for the reasons discussed thus far—fitting within the direct control framework, making sure the research is carrying out for an audit or evaluation of Federal- or State-supported education programs, or for the enforcement of or compliance with Federal legal requirements which relate to those programs—this may not be easy to accomplish.

There is still further research to do on this topic, including speaking more in-depth with researchers who have had to deal with FERPA issues
 and generally looking more deeply into the theoretical and conceptual questions discussed above.  However, this chapter has shown that a conscientious educational agency or institution can comply with FERPA and still grant releases of individual student records to independent research organizations consistent with the intentions of FERPA’s drafters and contemporary interpretations of FERPA’s provisions.
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